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1. USTdT 3R gRRT

1.1 ?Ts':m%f artist ritual GmbH, Hofrichterstrasse 32, 51067 Cologne, Germany 3R ashoka ritual J Gefdd 3T dHeol AT AT
I ST R AN

1.2 'E'gﬂ'ef account data, identity/registration data, content, E'Hﬁ T IUAS] messages, metadata, IP/access logs, device/security
information, billing, data preservation, content restriction 3R account action & G@‘U LI %I

1.3 P4 Hﬂﬂﬁ?ﬂqu_é:ﬂﬁ ashoka ritual Terms ¥ users & Ufdl contractual privacy commitment & =u H fa Bl

2. ga Rygia: B3 Wafes® TReR) agahT a8t

2.1 artist ritual T fIott, TR RpTaw Aedd § 3R HATHRI &1 UdH, communities FT FAZAL, relationships BT FTRT,
opinions evaluate < T TRBR] I5 ! & AT user datasets ITA BRI o T AT H WS Y TgaNT -Tg] HRdl|

2.2 ¥ ashoka ritual user data T gafda intelligence-sharing, surveillance partnerships, political influence programmes, population
profiling, government data pools Ul standing law-enforcement access programmes T 0BT Y HAT ﬁaﬁl

2.3 9 3ifaH 3R enforceable legal obligation & HRUT {7 disclosure “compelled compliance” %, voluntary collaboration ERl

3. 39 RITE YFAHT T & =0 & Acad o1 IUANT 8] B hdl

3.1 State institutions aﬁvwﬂmﬁmmﬁ?ﬂﬁﬁ participants, data collectors, research accounts T institutional
observers & 0 H ashoka ritual & register/use WWWI Terms &1 definition 3R genuine private-capacity exception ¢l %I

3.2 Applicable law 3R redress rights & 3¢, H%aﬁ's“ account covert state collection IT official purpose & mmﬁmﬂ?ﬂﬁ
ﬁﬁ?ﬁ@ suspend/closeWW%l

3.3 g contractual rule authorities ﬁ@ﬁ internet UX user gIRT SILIDBR public BT content G/ I gl AT |
4. GBI T FAI5T U | commission fHAT opinion research A=

4.1 §H public-opinion polling, political/ideological research, election analytics, propaganda measurement, social-control research,

psychometric profiling, sentiment mapping 4l comparable government/private commissioned opinion research %ﬁ«m voluntarily

user data :rsﬁaﬁl

4.2 Eﬂﬁﬁ 3%?3%1%1'({ user data éa?r, PR TR Gd Al license & B | Academic, statistical, policy IT commercial research &
Wﬁw request q-ﬁsgﬁ'eﬁ{ﬁ MR reject 6 1T, SId dP binding law independently disclosure THMI

5. Special access, backdoors T standing interfaces :I'g"f

5.1 §H governments 55\T direct database access, dashboards, special search tools, bulk feeds, privileged APIs, hidden accounts,
persistent taps, backdoors Ul preferential user-data access :l_E’PTa?TI

5.2 BH SN security HHSIR T government key escrow qﬁa:ﬂ?fl BH g data & end-to-end encrypted E’Plef Wfﬂa:ﬁﬁ
Eb_{a; Y intentional government-access mechanisms W%I

6. TAYYD request channel 30X authentication

6.1 Government requests mail@artist-ritual.com UX subject “Government Request” & Y IS o ﬁ GﬁT requesting authority,
responsible official, official contact dUT legal basis Id |
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6.2 ©H official government domain, authenticated electronic channel, formal service route, mutual legal assistance channel 9T

authenticity verify P Il 3 dRIpT AN Fobd %'l

6.3 Request ﬂGFﬂjurisdiction, consent to service, request recognition Il objections & waiver aﬁmﬁml

7. GATH BT SMTARIHATE

7.1 Request competent authority IR valid legal power UX 3 , properly served, artist ritual GmbH UR binding, sufficiently specific
3R applicable constitutional, fundamental-rights, data-protection 3R procedural safeguards & Wmml

7.2 Request specific account/person, exact information categories, relevant period, purpose/legal basis 3R available remedies

ddId | “All data”, user classes T broad cultural communities ?ﬁvague requests ﬁﬁmm%mmﬁaﬁ\_ﬂ ﬁli |

7.3 EU DSA & 3{&fiH ordersﬁapplicable law gR Haﬁlﬁ elements, including authority identification, legal basis, specific
recipient/content @TWW necessity/proportionality reasons 3{afém%|

8. Jurisdiction Gﬁ? cross-border requests

8.1 Foreign authorities Glsvdirect extraterritorial enforcement valid '_-TBPT, Germany/EU =i recognized legal mechanism, including
mutual legal assistance, judicial cooperation T 3= recognized channels HTITAN BN |

82 EUlaw ¥ protected personal data & ﬁ'l'q GDPR Article 48 3R 3/ transfer rules TR faaR fara GI'IT‘IT%I Foreign
judgment/administrative decision Fad [ H# o E?ﬁﬁ automatically enforceable EREIGISIGIT

8.3 BH conflicts of law, international comity, fundamental rights @Ttransfer restrictions evaluate W% GhT competent
German/EU authority T ordermﬂﬁ%l

9. Necessity, proportionality \?rﬁT data minimisation

9.1 Requests CARCARSE interpret ﬁ‘mT\_rl'IﬁT%I Had specifically covered, service & mt@ﬁ q collected, Erlﬁ
possession/control 73R legally required information disclose aﬁ\_rl'l'cﬁ%I

9.2 Had request satisfy W%%’QW data categories, new monitoring, profiles, opinion inference, facial recognition, social
graphs T future collection %"[aﬁ'l?r, Sld doh binding law specific/validly @quﬁ 3R ?ﬁ_&F lawful challenge EIE| E?ll

9.3 ®H information, shorter period, pseudonymous identifier Il non-content data q request @Eﬁma?ﬁgﬂ 39 narrow
HRA BT VAN B 5|

10. Rejection, narrowing Gﬁ? legal challenge

10.1 Unauthenticated, formally required E-']eftIT informal, legally defective, overbroad, disproportionate, outside jurisdiction,
applicable data-protection law Tinconsistent TT insufficiently specific requests Ca reject, return I clarify ﬁv_EITGﬂ?IT%I

10.2 Reasonable legal grounds Eh%ftR narrowing, protective conditions, judicial review Il 3] remedies q’ﬁ\_rl'l?f%, Gﬁlﬁfﬁeﬂ?
independent counsel WWW%I

10.3 BX request R litigation WHET:FEPI%I i legal merit, urgency, user risk, available remedies, cost 3R challenge gRT
disclosure FH/REH i lawful HTGTT R AR g

11. User notice

11.1 Default 9 ¥ disclosure ¥ U8 affected user BI requesting authority, request nature 3R data categories Tfed notice faar
GTIT‘IT%, ﬁIEITq\_rlSV notice legally prohibited E?[, imminent serious safety risk ﬁaﬁtﬂ legitimate investigation Cal unlawfully
compromise P

11.2 Temporary prohibition aﬁwaﬁqmﬁwﬁ 3afy dfera s @TWT%%W user &I notice éﬁmmmm
8, 519 I BT 3 Apar A 8N

11.3 DSA T 3] law \_Slﬁorder 3R FYP effect P notice ANTA %HBT required information 3R available redress faTIT\_rl'IT‘IT%I

12. Preservation requests

12.1 Preservation request 3704-31T7 disclosure authorize :lﬁa?_\’_cﬂl Specified existing data Had valid law D1 HARIDP AT R, T
credible formal request F TG proper legal process P U H short period %ﬁﬂz voluntary preservation lawful _Gﬁ%fq? Bl
preserve fParSTar gl

12.2 Preservation identified accounts, categories 3R periods W?ﬁ'&lﬁ% 3R expanded surveillance/new collection ®T TR

ERERGI
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13. Emergency requests

13.1 Ordinary process & &7 limited information %ad ad disclose aﬁﬁﬂﬂﬁ%\_ﬂa applicable law 31"_;1}?%%, imminent death
T serious physical injury ®T genuine emergency risk gYifId AT Sy 3R disclosure 39 address A P ﬁ'l'q necessary Eﬁl

13.2 Emergency request e at risk, threat nature/immediacy, sought information, ordinary process Wmmﬁqﬁﬁaw
3R verification %ﬂ official contact S[dlU |

13.3 Independent binding legal basis & fo political activity, protests, reputation, property-only concerns, general crime
prevention, immigration enforcement, opinion research Il intelligence gathering & qTT emergency disclosure WJ:E%%I

14. TR @R} daeh mandatory reports

14.1 g8 i express legal reporting duties aﬁﬁml faQw =u I psa FI'I"'LL@%[ uﬁﬂaqmaﬁ%u‘raﬁﬂv&nﬁ threat G
ar suspected criminal offence P BRI fHeT R statutory notification duties aﬂaﬂaﬂ‘ﬁ%l

14.2 ﬂﬂ'[ reportm legal purpose 3R law-required information a& difd 6 T 37K ashoka ritual ﬁvoluntary surveillance
partner =|3°fa=ﬂaT|

15. Content restriction Gﬁ? account-action orders

15.1 Removal, disabling, geo-restriction, preservation Tl account restriction & orders DI legal basis, competent authority,
specificity, territorial scope, necessity, proportionality 3R available redress & ?’IQ review ﬁTCIT\_xI'IT‘IT%I

15.2 Lawful order territorial 811 TR worldwide restriction & g T TN 3R ST&T law GH;Iﬁ q least restrictive effective
measure $T ITUN BT AT G |

15.3 \_rl_E"\TergaIIy permitted/required ﬁ users B covered orders 3R remedies aﬁma"raﬁ%

16. Bulk, class GﬁT dragnet requests

16.1 Individualised legal authority GhT strict necessity a‘TﬁTﬂ bulk access, indiscriminate datasets, T Iocation %H"-ﬁ users,
artistic movement & Tt members, fad & gut contacts, broad keyword content T 3= dragnet information P requests [
s Ry FRA T

16.2 BH voluntarily “community maps”, artist-network graphs, political/cultural affiliation inferences T movements, dissidents,

activists/social groups identify P P datasets H%‘Té?n

17. Service providers 3R subprocessors

17.1 User data handle &3 aTad providers Ca| confidentiality protect P 3R contractual/legal W@H“—I’d?ﬁ?ﬁ ashoka ritual
data & government requests Eﬁ refer Waﬂ%ﬂ Wﬁ%, direct response & IO |

17.2 §H contractual commitments El'l_a'?f%% law GRT prohibited = E-T?‘ﬁ disclosure QEIE?[ Eff notice fd 3R disclosure valid
binding process W?ﬂﬁlﬁ?%l

17.3 Infrastructure/data locations security, data-protection law 3R disproportionate state-access risk ﬁé@m%ﬁaﬁ%l Ebal'sf
hosting choice gt sovereign legal powers JHIW H%:TW gl

18. Data localisation Gﬁ?'jurisdictional exit
18.1 E’T[W authorities & access & 3 §H & %qﬁﬂﬁ country T data voluntarily localise ﬁml

18.2 qﬁjurisdiction ﬁ operation %1%1? routine state access, government backdoor, systematic political monitoring, state access
ﬁ\_{ET broad localisation T policyﬁ materially incompatible 3{=0 measure W@, @ artist ritual PIA W?ﬂmwaﬁ
service 7T &7 AT ¢ A BT UG & IhaT |

18.3 Short term ¥ exit legally/practically impossible ?f(_‘ﬁ data, access 3R retention minimise ®X lawful technical/organisational

safeguards TR ST % I

19. Documentation, access control Gﬁ? confidentiality

19.1 Government requests/disclosures authorised personnel FI‘J-IWT:T% 3R 3IfId U A document m%l Internal access need-to-
know 3R role & W?ﬂﬁlﬁ%l

19.2 Request records legal compliance, audits, security, transparency reporting @T rights defence %ﬂ reasonably necessary 3afy

d®d, applicable retention law & G{Qﬁ:l, 3G ST %I
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20. Transparency reporting

20.1 Lawful 3R operationally feasible SIS ED requests received, jurisdictions, types, challenges 3R disclosures TR aggregated

information publish CaSIRSEEl % I

20.2 Q?ﬁ information publish ﬁa'ﬁ\_ﬂ'l?ﬂﬁh users &I unlawfully identify aﬁ, security compromise P Al valid confidentiality
order violate B |

20.3 ¢ “warrant canary” ST mechanism misleading TT law-conflicting B}W%Fﬁﬁ legally accurate reporting F substitute

& FUH UGN g1 fohar S|

21. 3IfYPRI BT voluntary waiver =|€f; YT secrecy promise T'Iﬁ

21.1 Requesting authority aﬁﬁﬁ‘iﬂ & ﬁ'l'E{Eﬂ:[ legal objections Ul data-protection safeguards voluntarily waive H@WI

21.2 ﬁ'st private company WTWQ’G’ guarantee %‘T%Hﬁﬁ? user information forat +ff URFRUTT & 750 BT it 7‘|€T” Ep[
TrlTQTﬂ; courts/authorities *® binding powers contract Qm:ﬁ){aml Eﬂﬁ‘mm commitment maximum lawful
protection %z no voluntary state collaboration, strict validation, minimum disclosure, reasonably available challenge, lawful user
notice, no backdoors GhTfeasibIe Eﬁe{tﬁ incompatible jurisdictions T withdrawal |

22. IGATd, HTHT JTHUT 3R JUh

22.1 Law, technology, security Ul operations FEa R policy update B‘fﬂﬂﬁ‘ﬁ%l User protections P material reduction 516\”

required Eﬁ notify ﬁTrlTQTﬁ shwg?r & binding commitment & 31 disclosures BT retroactively qﬁm"ﬁl

22.2 HTYT GEHRUT T substantive meaning W@WG@’W%I Mandatory local law quﬁaaﬁmmml
22.3 Government requests %ﬁmw

artist ritual GmbH

Hofrichterstrasse 32

51067 Cologne

Germany

éﬂﬂ: mail@artist-ritual.com

ﬁ'ﬁl'q: Government Request
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